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Security Key is available as a multifactor authentication (MFA) security method for all users signing into Research.gov. A
security key is a physical device that you can connect to your computer to add an extra layer of protection to your NSF account.

NSF does not provide users with a security key, so you must obtain one on your own to use this secure option. NSF currently
supports these FIDO2 compliant devices:

e YubiKey 5 Series
e YubiKey 5 FIPS Series

Note: A YubiKey was used for the setup steps below. Different security keys may have different setup instructions.

> Security Key: Verify & Setup
> Security Key: Signing In

Security Key: Verify & Setup
1. Open aweb browser and go to Research.gov
On the Research.gov homepage, click the “Sign In” button located at the top-right corner of the screen

3. The system redirects you to the login page
4. Enter your NSF ID or NSF Primary Email and click Next.
5. Enteryour password and then click Verify.

3 U8 el US. Nasioeal
Foundation Sclence US Natiowal
Science

W Foundation Ly Sciene
W Foundation

Sign In

Choose one of the three methods below to sign
in. Login.gov and InCommon users must ensure
the email address matches their NSF Primary
Email. NSF Staff should provide their LAN ID or
NSF email address to sign in.

A john.doe@gmail.com

Verify with your password

NSF ID, NSF Primary Email or LAN ID (NSF
Staff)

‘ john.doe@gmail.com |

or

Sign In with InCommon(Org) Credentlals

Sign In with Login.gov Credentlals

Help &

New to Research.gov? Register

Back to Home | Contact | Accessibility

Verify it's you with a security
method

Select from the following options
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Fe++t@nsf.gov

#+++  Password -

Need Help ? &7

Back to signin

& john.doe@gmail.com

Password

Forgot password?

Back to sign in

Need Help ? &

Please ensure you have access to your NSF account primary email address as you may be required to complete a
validation step with a one-time passcode sent to this email.

If you are asked to verify your primary email address, please follow Steps 6-8. Otherwise, please go to Step 9.

Your email address is another form of verification used to ensure you are the account owner.
6. Click Send me an email.
7. Onceyou click Send me an email, you will receive a one-time verification code email from

nsfextloginnoreply@nsf.gov to your primary and secondary Email address you used when you registered for you NSF
account in Research.gov.
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Note: If you prefer to use a code instead, you can click Enter a verification code instead. Enter the 6-digit code at the
bottom of the Account password reset email then click Verify.
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8. Click Sign In from the email. After you click on Sign In, you will be required to set up an additional security method.
(The available security methods that display depend on your role(s) in Research.gov.)

[ ACPT ] - NSF One time verification - code

N [msfextioginnoreply

To: FL-Exchange_Test

Hi John Doe.

You have requested an emcil link to sign in to Research.gowv at the U.S.
National Science Foundation. Te finish signing in, click the button below or

This link expires in 10 minutes.

Can't use the link? Enter o code instead]823410

enter the provided code.

Need Help?
If you need assistance or you did not request this email link, please contact
the NSF IT Service Desk at 1 (800) 381-1532 or Rgov@nsf.gov

Please DO NOT REPLY TO THIS MESSAGE, as this email was sent from an
addiress that cannot accept incoming messages.
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9. The Set up security methods menu appears.

Standard Users Administrative or Financial Users

D
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&, john.doeg@gmail.com

Set up security methods & 0000AOMRG

Sacurity methods help protect your
research.gov account by ensuring only you
have access.

Sotupr Set up security methods

Security methods help protect your
research.gov account by ensuring only you
have access.

Set up *

Set up required

Sot up =

Security Key or Blometric
Authenticator

Set up

Back to signin

10. Plug your security key into your computer.

11. From the browser, click Set up under Security Key or Biometric Authenticator from the Set up security
methods screen.
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Set up sacurity mathods
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Security mathads halp protect your
rIBaECh.goV SCCUNE by SNEUNNG only you
harve accoss .
St up raquirod Set up security methods
3¢ Ovove Aulientiosior Security methods help protect your
enebofuroyitieg dopely i reseanch.gov account by ensuring only you
have access.
S0t up -
Set up required
G T
[T Authenticator
s 2V Diamedric
Bocurity Koy of Bomotnic
Aushaeticator

Back to signin

Back 1o sign in
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12. Click Set up.
Note: If you do not have an external security key (i.e., YubiKey), you will not be able to enroll in MFA with this option.

13. Select Security Key and click Next.
14. Click OK on the Security key setup window.
15. Click OK on the Continue setup window.
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Set up biometrics or passkey
authentication

@ Windows Security *

To set up biometrics or passkey
authentication, choose one of the
following mathods: Choose where to save this passkey
For use on this device only:

- Fingerprint Security key

- PIN Passkey
For use on multiple devices: (select 'Use
another device first')

« Passkey on iPhone, iPAD, Android More choices

device (Recommended)
» Security Ke 3 o . 8
yrey iPhone, iPad, or Android device »
Select 'Set up' and follow the instructions W Windows Security
to complete your preferred set up method.
If you do not see all the options listed e [~ : k
ecuri ey setu
above you may need to select ‘Mare I Security key ty key P
choices’ Set up your security key to sign in to externalacptinsfgov as
758 t@grnail.com.
[l This Windows device
This request comes from the app “chrome.exe” by “Google LLC™.
= canel - . Concel

16. You may be prompted to touch the sensor on your security key.
17. Enter your PIN and click OK on the Continue set up window.
18. Follow the prompt below.

19. Click OK on the Passkey saved window.

& Windows Security x @ Windows Security X W Windows Security *
Continue setup Continue setup Continue setup
Thiswdlllet  alacpnstgensea the maka and madal of your Tap your security key on the reader or insert it
security key. [ ] | .

- into the USB port.

@ Windows Security *

Passkey saved

You can now use your security key to sign in to
alacptnsi.gov
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Security Key: Signing In

Note: If you don't have access to your security key, you will not be able to authenticate using this option.

Open a web browser and go to Research.gov

On the Research.gov homepage, click the “Sign In” button located at the top-right corner of the screen
The system redirects you to the login page.

Enter your NSF ID or NSF Primary Email and click Next.

Ok b=

Enter your password and then click Verify.
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Sign In

Verify with your password
Sign In with InCommon(Org) Credentials

A john.doe@gmail.com
Sign In with Login.gov Credentials

Password
NSF ID, NSF Primary Email or LAN ID (NSF
Staff)

® ‘

john.doe@gmail.com ‘

Forgot password?

Help &7
Back to signin
Back to Home

Need Help 7 (@
New to Research.gov? Register

6. Plugyour security key into your computer.
7. Select Security Key or Biometric Authenticator to use the security key option.

@1 Securlty Key or Blometric
Authenticator

8. Select Security Key and click Next.

W Windows Security b

Sign in with your passkey

To sign intc alacptnsigov choose a device with a saved
passkey.

O Windows Security
Security key
Making sure it's you

More choices Please sign in te ol acptnsf.gov

This requiest comes from the app “chrome.exe” by "Google LLC",
- bl iPhone, iPad, or Android device

@ sessense
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| |j Security key

1 I
OK Cancel
MNext Cancel ——————
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