The Passkey option is available as a multifactor authentication (MFA) security method for all users signing into Research.gov.
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Passkey Setup and Login

You can only use this security method if you have a mobile device (smartphone or tablet).

On the Research.gov homepage, click the “Sign In” button located at the top-right corner of the screen

> Passkey: Verify
> Passkey: Setup
> Passkey: Signing In
Passkey: Verify
1. Open a web browser and go to Research.gov
2.
3. The system redirects you to the login page
4. Enteryour NSF ID or NSF Primary Email and click Next.
5. Enteryour password and then click Verify.

Please ensure you have access to your NSF account primary email address as you may be required to complete a

<D

Sign In

Choose one of the three methods below to sign
in. Login.gov and InCommon users must ensure
the email address matches their NSF Primary
Email. NSF Staff should provide their LAN ID or
NSF email address to sign in.

NSF ID, NSF Primary Email or LAN ID (NSF
Staff)

‘ john.doe@gmail.com ‘

or

Sign In with InCommon(Org) Credentials

Sign In with Login.gov Credentials

Help &

New to Research.gov? Register

Back to Home | Contact | Accessibility

UK. Matioeal
S
¥ Foundasion

2 john.doe@gmail.com

Verify it's you with a security
method

Select from the following options

Emall
& >
F=**t@nsf.gov
=x+  Password -

Need Help ? &7

Back to signin

@ ES Natlonal
P Foundation
R Ek
Verify with your password
A John.doe@gmail.com

Password

® ‘

Forgot password?

Back to signin

Need Help ? &

validation step with a one-time passcode sent to this email.

If you are asked to verify your primary email address, please follow Steps 6-8. Otherwise, please go to Step 9.

Your email address is another form of verification used to ensure you are the account owner.

6.

Click Send me an email.

7. Onceyou click Send me an email, you will receive a one-time verification code email from

nsfextloginnoreply@nsf.gov to your primary and secondary email address you used when you registered for an NSF

account in Research.gov.

Note: If you prefer to use a code instead, you can click Enter a verification code instead. Enter the 6-digit code at the

bottom of the Account password reset email then click Verify.
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Verify with your email

N . Verify with your email
Ge't a ?Er!fll:atlﬂh E-'n"lﬁ.li Wn san1 an amall tn your priemary and

secondary email addrass on the prafile

s Chick the wesification link to your email to
sai i SEMT 30 & F mar T
Send a verification email to primary and SUAR AL i AR S i ey rontinue or enter the code below,

secondary email address on the profile.
secondary emall address on your profie by by
W : Click the verification link to your emall to Enter Code
clicking on "Sand me an amail

i sriter the codde below.
continue or enter the code below 53488

i e ——

Back 1o sign in Back to sign ir

Back fo skgn in

8. Click Sign In from the email. After you click on Sign In, you will be required to set up an additional security method.
(The available security methods that display depend on your role(s) in Research.gov.)

[ ACPT ] - NSF One time verification - code

N [sfextioginnoreply

To: FL-Exchange_Test

Hi John Doe,

You have requested an email link fo sign in to Research.gov af the U.§
National Science Foundation. Te finish signing in, click the button below or

enter the provided code.

This link expires in 10 minutes,

Can't use the link? Enter a code instead{825410

Need Help?
If you need! assistance or you did not request this email link. please contact
the NSF IT Service Desk ot 1 (800) 381-1532 or Rgov@nsf.gov

Please DO NOT REPLY TO THIS MESSAGE, as this email was sent from an
addiress that cannot accept incoming messages.
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9. The Set-up security methods menu appears.

Standard Users

Administrative or Financial Users

2, john.doe@gmail.com

Seat up security methods

Security methods halp protect your
research.gov account by ensuring only you
have access.

Set up reqguired

Set up —+

Sat up =

=} Seourtty Key or Blometric
. Aastihwnthoator

Set up —+

Back to sign in

LS, Mol
@- Soierie
£ Foeniem
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Set up security methods

Security methods help protect your
research.gov account by ensuring only you
have access.

Set up required

=h

Back to sign in

Passkey: Set up
1. Click Set up under Security or Biometric Authenticator.
2. Click Set up.

-+

Sat up security methods

Socuriy methaods help probect your
rsrach. Qov Scoowni by ansunng ony you
have access

Bl up neguuired

=

E joten.dosgbgmaill.oom

SOt upE -

L2, Micmal
- Scicrur
P Fodasn

2, 0DOOADMRG

Set up security methods

Security methods help protect your
research.gov account by ensuring only you
hawve access.

Set up required

Back to signin

2 0000AOLNL

Set up biometrics or passkey
authentication

To set up biometrics or passkey
authentication, choose one of the
following methods:

For use on this device only:

- Fingerprint

« PIN Passkey
For use on multiple devices: (select ‘Use
another device first’)

« Passkey on iPhone, iPAD, Android

device (Recommended)

- Security Key
Select 'Set up' and follow the instructions
to complete your preferred set up method.
If you do not see all the options listed

above you may need to select ‘More
choices'

Return to authenticator list
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3. Select Use another device.
4. SelectiPhone, iPad, or Android device and click Next.
5. Ifyour system does not have Bluetooth turned on, you will be prompted to turn it on.

O wicown Securty " ) ) *
’ Windows Security e ~ . =
w Windows Security
Making sure it's you
Let's s3ve 3 passkey on this device 1o sign in 1o Choose where to save this passkey
slacptastgon” as eri@gmail com” Turn on Bluetooth?
This request comes from the app “firefox.ere” by ‘Mozila [OJc] iPhone iPad, or Android device
Corporation” (o1 To save this passkey, we'll need to temporarily turn on Bluetooth.
We'll turn it off again when we're done.
=
@ Mare choices
Scan your finger on the fingerprint reader. I}
| E iPhone, iPad, or Android device
More choices
| [ Fgerpcio Security key Bluetooth is off
E P Choose a different device
This Windows device
[ Turn on Bluetooth Cancel

Use your mobile device to scan the QR code on your system.

Once the QR code is scanned, you will see a "Use Passkey" message.

Tap the Use Passkey message.

Once setup is complete, you should see the screen shown below on your system.

0. Follow the prompts on your mobile device. Your mobile device will require you to sign in using the same unlock feature

S PP NO

on your phone.

O Wandom secuty

iPhone, iPad, or Android device

Scan this QR code 10 save & passiey for alacptasigov on T wincows Security
your device
This request comes from the ape “irefocese” by “Mesily iPhone, iPad, or Android device
Corporaton”
Scan this QR code to save a passkey for alacptnsfLgov on

your device.

This request comes from the app “firefoxexe” by “Mozilla

Corporation”.
|°l W Windows Security *

Passkey saved

Device connected!
Continue on your device

o

fou cam now wse your device to sign in to al.acpt s gov

Note: Depending on your role in Research.gov, you may be prompted to set up additional security methods. If you
choose not to do so at this time, click Continue.
11. You will be authenticated and navigated to the application you are trying to access.

Passkey: Signhing In
1. Open aweb browser and go to Research.gov
On the Research.gov homepage, click the “Sign In” button located at the top-right corner of the screen
The system redirects you to the login page.
Enter your NSF ID or NSF Primary Email and click Next.
Enter your password and then click Verify.

o pr oo
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Sign In

Verify with your password
Sign In with InCommon(Org) Credentials

A john.doe@gmail.com
Sign In with Login.gov Credentials

Password
NSF ID, NSF Primary Email or LAN ID (NSF

Staff)

john.doe@gmail.com ‘

Forgot password?

Help&#
Back to signin
Back to Home

Need Help ? &}
New to Research.gov? Register

ist

6. Select the Security Key or Biometric Authenticator to use the Passkey option.

@1 Security Key or Blometric
Authenticator

7. Selectthe device name (i.e. Pixel 7 Pro) where the passkey is saved.
Note: If you used an iPhone to save passkeys, you will not see your phone listed. Instead, you must click on
'iPhone, iPad, or Android device' and scan the QR code when prompted.

o ®
Sq
Use a saved passkey for al.acpt.nsf.gov
L[] windows Hello or external security key >
D Pixel 7 Pro >
[::] Use a different phone, tablet, or security key >

8. Use your mobile device's unlock feature to unlock your phone. This is for the passkey MFA.
9. Once you unlock your mobile device, you will be authenticated and navigated to the application you are trying to
access.
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