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Facial Recognition is available as a multifactor authentication (MFA) security method for all Research.gov users.
Note: Facial Recognition/Face Scan security method is only available on the Windows operating system.
> Facial Recognition: Before You Begin for Windows

> Facial Recognition: Verify & Setup
» Facial Recognition: Signing In

Facial Recognition: Before You Begin for Windows

1. Onyour Windows system, navigate to Accounts > Sign-In options
2. Select Windows Hello Face and Click Set up.
3. Click Get Started.

Note: Ensure the camera on your system is turned on.

4. Position your face in the center of the frame on the screen. The camera will capture your facial features. Once scanning
is complete, you will see the screen shown below. Click Close.

Wiindiws Hella scup * Winddws Helln et =

Select a sign-in option to add, change, or remove it.
Welcome ta Windows Hello All sett

Vour device ust got more personal. Say Goodbye to entering complex passwords and start
Sign in with your camera (Recommended) using your face 1o unlock your device, verify your identity, and buy things in the Store.

« o Windows Hello Face
~r

Use your face: the next Time you want 10 unlack your device.

Tip: If you wore glasses while setting up face recogrition, select Improve recognition to g
Learn more through the setup again without them. This will help us recogrize you either way.

You can sign in to Windows, apps, and services by teaching Improve recogrition
Windows Hello to recognize your face.
Windows Hello Fingerprint

=
@) Sign in with your fingerprint scanner (Recommended)

Learn more

aas Windows Hello PIN
= Signin with a PIN (Recommended)

ﬂ Security Key
Sign in with a physical security key Gz I Caneel | close |

Facial Recognition: Verify & Setup

1. Open Research.gov
2. Click Sign In located at the top of the screen to enter NSF account credentials.
3. Click Sign In Using NSF Credentials.
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& NSF User Sign In

Choose a secure method to sign in to your NSF account in Research.gov

NSF Credentials Organization Credentials Login.gov Credentials

« Uses NSF ID or Primary Email address « Directs you to sign in to your organization = Directs you to sign in using login.gov

+ Step-by-step verification using your + Redirects you back to Research gov = Redirects you back to Research gov
phone. app. security key or biometrics

« Learn more About Research.gov Sign In N or

Select an Option - u LOG l N .GDV
Sign In Using NSF Credentials Sign In Using Organization Credentials Sign In Using legin.gov Credentials
New to NSF? Register Don't see your or ization? Learn more / Register

for InCommon

© Sign In for NSF Staff

4. Enter your primary email address or NSF ID and click Next.
5. Enter your password and then click Verify.

ULS. Natiosal US National
Sioes s
US. National W oonbicn  Rountrion
I Scence ’
. Foundution

pa—

2 john.doe@gmail.com
2 john.doe@gmail.com

SignIn o ) )
Verify it's you with a security
method Verify with your password
Primary Email Address or NSF ID Select from the following options il
‘ TTTTTTIYTITY] ® ‘
‘ john.doe@gmail.com ‘ Emall N

F***t@nsf.gov

_
— i+ Password ? Forgot Password ?

Need Help 7 (@
Unlock account?
Need Help ? (7 Verify with something else
Meed Help ? (7 -
Back to signin Back to sign in

Please ensure you have access to your NSF account primary email address as you may be required to complete a
validation step with a one-time passcode sent to this email.

If you are asked to verify your primary email address, please follow Steps 6-8. Otherwise, please go to Step 9.

Your email address is another form of verification used to ensure you are the account owner.
6. Click Send me an email.

7. Onceyou click on Send me an email, you will receive a one-time verification code email from

nsfextloginnoreply@nsf.gov to your primary email address you used when you registered for an NSF account in
Research.gov.
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Note: If you prefer to use a code instead, you can click Enter a verification code instead. Enter the 6-digit code at the
bottom of the Account password reset email then click Verify.

LS. Masioral
US. Natiosal
US. Naiorsal [ Science f Science
L eienee B omiuion W Foundarion
W Foundarion

2 john.doe@gmail.com
2 porndosoamel 2, john.doe@gmail.com
A john.doe@gmail.com

Verify with your email

Get a verification email Verify with your email We sent an email to F***t@nsf.gov. Click

the verification link in your email to continue

afn " o i S e 5 or enter the code below.
Send a verification email to F***t@nsf.gov We sent an email to F***t@nsf.gov. Click

L " - the verification link in your email to continue
by clicking on "Send me an email". Y Enter Code
or enter the code below.

[ 825410 ]

Need Help ? 7

Need Help ? &7 Need Help ? &7

Back to signin Back to sign in Back to sign in

8. Click Sign In from the email. Afteryou click Sign In, you will be required to set up an additional security method. (The
available security methods that display depend on your role(s) in Research.gov.)

[ ACPT ] - NSF One time verification - code

N [nstextioginnoreply

To: FL-Exchange_Test

Hi John Doe,

You have requested an email link fo sign in fo Research.gov of the US.
National Science Foundation. To finish signing in, click the button below or

enter the provided code.

This link expires in 10 minutes.

Can't use the link? Enfer a code instead{825410

Need Help?
If you need assistance or you did not request this email link, please contact
the NSF IT Service Desk at 1 (800) 3811532 or Rgov@nsf.gov

Please DO NOT REPLY TO THIS MESSAGE, as this email was sent from an

address that cannot accept incoming messages
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9. The Set-up security methods menu appears.
10. From the browser, click Set up under Security Key or Biometric Authenticator from the Set up security

methods screen.
11. Click Set up.

Standard Users Administrative or Financial Users
= S Nl

2, john.doe@gmail.com
Set up security methods 2 0000AOMRG
Security methods help protect your
research.gov account by ensuring only you
have access. ¥
e Set up security methods

Security methods help protect your
research.gov account by ensuring only you
have access.

* Google Authenticator

Set up

Set up required

e Okta Verity

s £ Security Key o Biometric

- Authenticator

Set up -+ 7 T or 3 blometric

Security Key or Blometrio

Authenticator

Setup 2
Set up

Back to sign in

12. Select More choices.
13. Select Face. Once your camera has detected your face, click OK.
14. Click OK.

Note: Depending on your role in Research.gov, you may be prompted to set up additional security methods. If you
choose not to do so at this time, click Continue.

15. You will be authenticated and navigated to the application you are trying to access.
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Jrese—
Slows
Foanbion

2 0000AOLNL
o o Windows Security x P X
indows Secur
Set up biometrics or passkey Making sure it's you
P Making sure it's you
authentication Let's save a passkey on this device to sign in to ¢ Y
- * as "0DDOAOMRQ". Let’s save a passkey on this device to signin to
a5 "0000AOMRQ"
To set up biometrics or passkey ‘ frfo
" This request comes from the app “firefox.exe” by “Mozilla .
authentication, choose one of the . quest ¢ P by This request comes from the app firefoxexe” by “Mozilla
following methods: orporation’ Corporation’”
For use on this device only:
« Fingerprint 2N
-
+ PIN Passkey o *
For use on multiple devices: (select ‘Use .
another device first) Looking for you... Hello, /s —_— =
+ Passkey on iPhone, iPAD, Android . Select OK to continue.
device (Recommended) More choices
- Security Key ore i
ore choices:
Select 'Set up' and follow the instructions
to complete your preferred set up method
If you do not see all the options listed | Face
above you may need to select ‘More
choices’.
B oo
“ E -
[ ::: R

M - o
' ‘Windows Security

Passkey saved |

‘You can now use Windows Hello to sign in with your face, |
fingerprint, or PIN.

E DODOADMMC

0K

Facial Recognition: Signing In
1. Open Research.gov
2. Click Sign In located at the top of the screen to enter NSF account credentials.
3. Click Sign In Using NSF Credentials.
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& NSF User Sign In

Choose a secure method to sign in to your NSF account in Research.gov

NSF Credentials Organization Credentials Login.gov Credentials
« Uses NSF ID or Primary Email address « Directs you to sign in to your organization « Directs you to sign in using login gov
« Step-by-step verification using your « Redirects you back to Research gov « Redirects you back to Research.gov

phone, app, securty key or biometrics
« Leam more About Research gov Sign In

or or
Select an Option v O LOGIN.GOV
‘ sign In Using NSF Credentials ‘ Sign In Using Organization Credentials Sign In Using login.gov Credentials
New to NSF? Regjster Don't see your organization? Leam more / Register

for InCommon

© Sign In for NSF Staff

4. Enter your primary email address or NSF ID and click Next.
5. Enter your password then click Verify.

LS. Noional
1 " - Science
US, Magioeal ! Foundstion.
! Science
W Foundution

-

A, john.doe@gmail.com

SignIn

Verify with your password
Primary Email Address or NSF ID Fasswor

‘ 00000000008 @ ‘
‘ john.doe@gmail.com ‘

_
— Forgot Password 7

Need Help 7 3
Unlock account?

Verify with something else

Need Help ? (7 o
Back to sign in

6. Select Security Key or Biometric Authenticator to use the facial recognition option. If you do not see the Face option,
select More choices.

@, Securlty Key or Blometric
Authenticator

7. Select Face.

8. Ensure your camera device is turned on.

9. Position your face in front of your camera device.

10. Once your camera has recognized your face, you will be prompted to click OK.

11. Once you click OK, you will be authenticated and navigated to the application you are trying to access.
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s

Hello, < ®mrau Sandy [USA]!
Select OK to continue.

More choices

..
~t

E Fingerprint
n PIN

| oK | Cancel

Windows Security

.o
-’

Hello, [a=q. Sandy [USA]!
Select OK to continue.

More choices

~

b8 Fingerprint
E PIN
E
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